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Abstract — The paper proposes a secur
authentication system based on dynamic hand
verification. We discuss the touch-les
authentication mechanism that relies on remot
gestures imitating the handwritten signature pa
person. The appropriate data is gathered fr
sensor device in the form of time-ordered series
coordinates of the pen-like tool position an
proposed matching scheme exploits data series
with feature-based classification. The discrete co
used to deal with instability of the genuine p
consider of using the local sensitivity hashing fu
the better efficiency. The detailed analysis of 
results is included, too.  
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I. INTRODUCTION 
Today, biometric systems exploit varied 

behavioral modalities as fingerprint, iris, face
also handwritten signatures to authenticate use
technology has many advantages in the contex
security. Biometric signals are considered as
copy and can’t be forgotten or lost as ordi
Within biometrics, handwritten signature 
continuously researched as a personal authen
because of its social and legal acceptance 
usage [1, 11, 15-19, 21, 23]. On the other
popularity of smartphones, tablets and other d
by touch and gesture [5-7] allows to app
security mechanisms for authentication purpos

This work is focused on dynamic handw
verification but with utilization of no
acquisition environment. We try to investigat
handwritten signature performed as a ges
biomechanical traits of one’s hand. Our rese
verification system discussed in [20]. 

The paper is structured as follows. In Secti
basic information how data acquisition is orga
III there is a short discussion on handwritt
gestures. Section III covers the description o
method of authentication. Section IV prese
results and in Section V we conclude the p
discussions on future works. 
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II. DATA ACQUISITIO

In the paper we consider the en
equipped with simple writing tool 
traced by the remote touchless sens
able to provide the complete i
coordinates and velocity associa
Proposed working environment i
presents. 

Figure 1. The structure of data acquisition
signatures emulating

The gathered signal has a contin
to isolate it clearly. The system s
unambiguously when the user be
gesture. Due to this we follows by
[20] where three steps during th
required: 

• Relocation the hand inside t
• Performing the gesture, 
• Relocating the hand outside
Before and after the gesture pe

his hand motionless throughout appr
behavior enables the system to 
effective way. 

III. GESTURE-BASED SIGN

The input gesture is considered 
own signature. As opposed to real 
usually existing paper documents w
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N ENVIRONMENT 
nvironment where the hand 
like stick, pen or pencil is 

sor. Such system should be 
information about spatial 
ated with tool’s motion. 
is organized like Fig. 1 

 
n environment for handwritten 
g gestures. 

nual nature so it is difficult 
should be able to evaluate 
egins and ends performed 
y assumptions proposed in 
he acquisition scheme are 

the sensor range, 

 the sensor range. 
erforming user should keep 
roximately 2 seconds. Such 
isolate the real signal in 

NATURE EMULATION 
as direct imitation of user’s 
situations where user signs 
we assume that signature’s 



emulation is performed the same way but in th
two-dimensional character of such pattern th
be performed along chosen surface e.g. XY 
allows avoiding the technical problem
normalization stage. Moreover, in practical 
variant of data acquisition, where the index
instead of writing tool, may be also analyzed.
additional tool is useless (advantage), but gra

Figure

 
 
It is common problem very well known 

classical online and offline HSV systems 
approach we propose to exploit Discrete C
(DCT) [13] and Locality Sensitive Hashing 
deal with it. 

IV. PROPOSED MODEL OF AUTHENT

A. Preprocessing 
According the assumptions discussed in se

signal ܵ is gathered from the sensor in the form
series data (Fig. 3) associated with 3D spatial
velocity of tool or finger. 

If the XY plane is treated as reference su
usable signal can be denoted as (1) where ݖሺݐሻ
as insignificant and uninformative. 

ܵ ൌ ቎ݔሺݐሻݕሺݐሻݒሺݐሻ቏ (
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of the signature is less accurate 
mechanics works in slightly differen

From the recognition point of
gestures are very promising as biom
spatial and graphical complication 
challenge is related with instability 
shape (see Fig. 2). 
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Figure 3. Example of data acqu
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s a result we receive three 
g. 4).  



Figure 4. Example of data acquisition – preproce

Subsequently, each series is transformed
DCT space according to formula (2).  ݕሾ݇ሿ ൌ 2݂ ∑ ሾ݊ሿݔ cos ቂగே ቀଶ௡ାଵଶ ቁ ݇ேିଵ௡ୀ଴݇ ൌ 0, … , ܰ െ 1 ݂ ൌ ଵ√ସே  ݂݅ ݇ ൌ 0   

The ܶܥܦሺܵሻ signal (3) can be directly us
create a template structure (Fig. 5). 

ሺܵሻܶܥܦ ൌ ቎ܶܥܦሺݔሺݐሻሻܶܥܦሺݕሺݐሻሻܶܥܦሺݒሺݐሻሻ቏ (

Figure 5. Example of data acquisition – DCT signa

Since most of signal information tends to
in low-frequency components, DCT exactne
parametrized by choosing first N coeffici
calculations. The reduction of data size has b
computational complexity of the recog
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݇ቃ     (2) 

sed as a basis to 

3) 

 
al as template. 

o be concentrated 
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big impact on the 
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However, it is important to make the
and effectivity. As result we 
representation in the form of (4) and

ܥܦ ேܶሺܵሻ ൌ ێێۏ
,ሻ൯ଵݐሺݔ൫ܶܥܦۍ ,ሻ൯ଵݐሺݕ൫ܶܥܦ… ,ሻ൯ଵݐሺݒ൫ܶܥܦ… …

ܥܦ ேܶሺܵሻ ൌ ቎݀ܿݐଵ௫, ,ଵ௬ݐܿ݀… ,ଵ௩ݐܿ݀… …
 

B. LSH and DTW based classificat
When we consider signature-em

is possible to use the recognition sc
authentication purposes. The mentio
calculating of DTW-based distan
classifier for final decision (Fig. 6)
properly, because these gestures 
emulation process which provide
signal trajectory and has appropr
pattern. 

Unfortunately, in specific situa
have some weakness, in particul
computational complexity. The reco
calculations of DTW distance betwe
in-memory patterns. This operation
ineffective especially in the case w
very large (big data problem). This 
to satisfy in potential practical imple
propose to adapt Local Sensitivity 
avoid this problem and enhance the 

 

Figure 6. Gesture recognition scheme bas
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, ,ே௫ݐܿ݀ ,ே௬ݐܿ݀ ே௩ݐܿ݀ ቏     (5) 
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The recognition algorithm with proposed 
presented in Fig. 7.  

Figure 7. Proposed gesture recognition scheme ba

The main difference consists in compilatio
(template) into hash tables by the LSH algorit
data structure aims to organize similar (clos
same neighborhood in hash tables [2] and the 
make an approximate k-NN search in sub-linea

The LSH algorithm works with multi-dime
is necessary to transform ܥܦ ேܶ  signal (6) 
vector ܶ  by concatenating components from
series (5). ܶሺܵሻ ൌ ሾ݀ܿݐଵ௫ … ே௫ݐܿ݀ ଵ௬ݐܿ݀ … ଵ௩ݐே௬݀ܿݐܿ݀ …

Finally, we obtain ܶሺܵሻ as 3ܰ dimensiona
of real numbers. Due to this we assume t
Euclidian instead of Hamming distance as a si
in LSH algorithm to avoid conversion of
integers.  

V. EXPERIMENTAL RESULT

To evaluate the initial accuracy the limit
used. The database consists of gestures gat
people. Every person performed the gesture
times. Three randomly chosen samples be
person have been chosen as representative 
stored in the hash tables. The remaining ones w
questioned input data. As a motion sensor 
acquisition phase the Leap Motion controlle
exploited. The results received during the tests
Tab. I-II.  

TABLE I.  DTW-BASED SYSTEM PERFORMANCE 

 DCT-10 DCT-25 DCT

FRR 11.4 2.9 11

FAR 2.9 0.7 2.

TABLE II.  DTW-BASED SYSTEM PERFORMANCE –

 DCT-10 DCT-25 DCT

FRR 22.9 25.7 20

FAR 5.7 6.4 5.
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During the trials, the verificati
algorithm achieves comparable or b
classifier. It is necessary to ru
considerably broader database to
especially in case of LSH based sc
like hash size and number of hash ta

VI. CONCLU

In this article the idea of authe
gesture-types emulating handwrit
discussed. We have also propo
recognition scheme using LSH a
computationally effective. Prelimina
promising results for both authenti
work is currently being done in 
considerably larger database and in 
like number of hash tables and
recognition results. 
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scheme in the context of more com
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