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Abstract — Nowadays, the crypto-biometric schemes are 
commonly studied to deal with the key management problem 
existing in cryptographic systems. In the paper we consider a 
well-known fuzzy vault scheme working on non-standard 
biometric data associated with palm-oriented gestures. We 
discuss the usefulness of the touch-less palm tracking system 
focused on handling the biomechanical characteristics of one's 
hand to protect the cryptographic key or other secret data. As a 
behavioral template the fixed finger-based gesture is applied. In 
order to generate unordered sets for fuzzy vault we use the global 
approach where features are decoded from fingertip position and 
velocity. Both the raw and DCT-calculated time series are 
preprocessed to solve the instability and variability problem 
strictly related to behavioral character of the data. We provide 
the experimental results and discuss the security issues.  

Keywords — fuzzy vault; palm-based gestures; behavioral lock; 
gesture-based identification;    gestures analysis 

I. INTRODUCTION 
From security point of view the varied biometric modalities 

constitute useful personal data sources suitable for 
authentication and verification purposes. Biometric systems 
exploit varied physical or behavioral modalities [10, 24, 28] as 
fingerprint, iris, face, voice, gait or handwritten signatures [20-
22] to authenticate users. Biometric data is justly considered as 
hard to steal or direct copy and can’t be forgotten or lost as 
ordinary passwords or access cards. In this aspect the 
behavioral biometrics with some extent of instability and 
variation are harder to be effectively applied than physical 
ones. However, in the last decades a lot of research has been 
extensively developed for both categories to investigate the 
potential of crypto-biometry. 

Until now, the cryptographic construction named fuzzy 
vault and proposed by Juels and Sudan in [9] has been 
effectively applied to different biometric modalities like 
fingerprints [16, 19, 25], face [27], handwritten signatures 
[1-5, 11] and iris [14, 15, 26] or others [12]. Today, growing 
popularity of touch and gesture controlled devices gives the 
chance to consider untypical behavioral biometrics oriented 
into gestures [6-8, 23]. 

This work is focused on investigation the usability of 
predetermined palm-based gestures for fuzzy vault scheme. We 
discuss the capability of using the highly unstable patterns as 
effective behavioral key for the cryptographic construction.  

The paper is structured as follows. In Section II the basic 
assumptions on fuzzy vault constructions proposed by Juels 
and Sudan [9] are briefly discussed. Section III covers the 
description of our implementation of the fuzzy vault for palm-
based gestures. Section IV presents experimental results and in 
Section V we conclude the paper with some discussions on 
future works. 

II. FUZZY VAULT ASSUMPTIONS 
In the paper we consider a classical fuzzy vault scheme 

where secret data are secured with a fuzzy key in the form of 
an unordered set of points.  This cryptographic construction is 
very appropriate in case of biometrics where vault key in the 
form of biometric sample is unstable and reveal some extent of 
variability. We generally follow by approach proposed in 
[4, 25] to applied fuzzy vault for biometric data including some 
new solutions and adaptations forced by specific type of data. 
We assume exploitation of CRC codes to deal with problem of 
error correction. CRC code is merged with secret S in the 
encoding phase. This allows check in the easy way if the secret 
is valid or not during the decoding phase when the secret is 
reconstructing. Thanks to this we are able to evaluate the secret 
as genuine or not with error probability of 2ିଵ଺  or 2ିଷଶ  if 
CRC-16 or CRC-32 is used respectively. All calculations are 
done in Galois field ܨܩሺ2ଵ଺ሻ  according to fuzzy vault 
requirements. 

A. Encoding scheme 
The brief overview of the encoding algorithm is presented 

in  Fig. 1. As the input data we have ܲ െ  value destined to ݏݐܾ݅
be secure and feature vector ܶ  derived from biometric data 
which plays the role of fuzzy vault key. It is important to note 
that due to high instability of performed gesture – what is 
immanent feature of this type of biometric data – we assume 
exploiting at least two gesture realizations in a row to extract 
proper template vector ܶ values. 

In order to hide data with 128 bits in size (standard key 
length in private key cryptography schemes like AES) the 
secret size must be set to at least 128 ൅ 16 ൌ 144 bits (CRC-
16) or 128 ൅ 32 ൌ 160 bits (CRC-32). Since template vector ܶ should be consisted of 16 bits units with respect to ܨܩሺ2ଵ଺ሻ 
we need to obtain ܰ ൌ 9 or ܰ ൌ 10 integer numbers to fulfill 
these requirements. 

The actual encoding process works in the following way. 
We start with ܲ െ  value and merge it with CRC code by ݏݐܾ݅



concatenation to obtain ܵ െ  secret. Then we construct the ݏݐܾ݅
polynomial of degree ܦ ൌ ܲ/16 (1) with coefficients made up 
from consecutive 16 bits fragments of ܵ secret data. Utilization 
of CRC-32 code enables us to construct polynomial of higher 
degree (ܦ ൅ ሻݔሺ݌ .(1 ൌ ଵܵݔ௡ ൅ … ൅ ܵ஽ݔଵ ൅ ܵ஽ାଵ     (1) 

In the next step we calculate the polynomial projections for 
all the components in template vector ܶ  to form secure key 
points (2).  ܩ ൌ ሼሺݐଵ, ,ଵሻሻݐሺ݌ … , ሺݐே,  ேሻሻሽ     (2)ݐሺ݌

Additionally, we generate a set of ܯchaff points (3), which 
should be chosen randomly.  ܥ ൌ ሼሺܿଵ, ଵ݂ሻ, … , ሺܿெ, ெ݂ሻሽ     (3) 

Finally, ܩ and ܥ sets are mixed to obtain vault set ܸ (4).  ܸ ൌ ሼሺݒଵ, ,ଵሻݓ … , ሺݒேାெ,  ேାெሻሽ     (4)ݓ

The security of this solution relies on the assumption that 
impossibility to distinguish the key and chaff points makes 
computationally hard the reconstruction of the secret 
polynomial. It is feasible only when we know enough number 
of the key points (ܦ ൅ 1 at least). The number of chaff points 
must guarantee to appropriate security level. In some reports 
like [4, 25] few hundreds of chaff points (200) is considered to 
be sufficient. 

 
Figure 1. Fuzzy vault encoding scheme for predetermined palm-based gesture. 

B. Decoding scheme 
We decode a secured fuzzy vault ܸ  by using candidate 

points ܲܥ extracted from gestures performed by the examined 
user (Fig. 2). As it was mentioned earlier we need two or more 

gesture realizations to calculate the proper candidate points. 
Moreover, ܲܥ vector should count at least ܦ ൅ 1 components 
to be able to unlock vault at all. Subsequently, we choose from 
among candidate points all combinations of  ܦ ൅ 1  query 
points (size of template vector ܶ ) to obtain a set of query 
vectors ܳ. On the basis of single query vector ௜ܳ  we can select 
proper pairs ሺݒ௝, ௝ሻݓ  from fuzzy vault ܸ  and interpolate the 
secret polynomial using the Langrange scheme [24, 25]. After 
calculation of CRC code we evaluate if the polynomial and 
secret are valid or not. This procedure requires at the most |ܳ| 
interpolations where |ܳ| denotes the cardinality of set ܳ. 

 
Figure 2. Fuzzy vault decoding scheme for predetermined palm-based gesture. 

III. FUZZY VAULT OVER PALM GESTURES 
In the paper we research the usability of biometric data 

acquired from predetermined palm-based gesture for 
cryptographic purposes. We are especially focused on finger-
based gesture types discussed in [23] to investigate their 
usefulness in to context of fuzzy vault scheme. The main 
difficulty is related to small amount of information they supply 
and high instability and variability patterns they provide. In 
order to transform gesture motion to digital signal we follow 
by scheme proposed in [23]. According to this approach after 
data acquisition and preprocessing steps we obtain the input 
data ܫ in the form of three discrete time series (5) associated 
with spatial coordinates and magnitude of the velocity (Fig. 3).  ܫ ൌ ሾݔሺݐሻ, ,ሻݐሺݕ  ሻሿ     (5)ݐሺݒ

We examined direct input data and also its transformation 
into frequency domain (Fig. 4) calculated with Discrete Cosine 
Transform (6) [17, 18] as source for template points. When 
data series are transformed by DCT-II we take into 
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consideration only reduced number of coeffic
of signal energy is concentrated [23]. ݕሾ݇ሿ ൌ 2 · ∑ ሾ݊ሿݔ cos ቂగே ቀଶ௡ାଵଶ ቁ ݇ேିଵ௡ୀ଴݇ ൌ 0, … , ܰ െ 1 

Figure 3. Example of preprocessed input data for predete
gesture. 

Figure 4. Example input data transformed with DCT-II – 3
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ten times. Two randomly chosen samples belonged to person 
have been chosen as representative pair designed as source for 
producing the template points. The other samples were 
exploited as tested data to unlock the vault. As a motion sensor 
during the data acquisition phase the Leap Motion controller 
[12] has been exploited. The results received during the tests 
are presented in Tab. I. We considered polynomial degree ܦ ൌ 8. 

TABLE I.  INITIAL SYSTEM PERFORMANCE 

 DCT-10 + 
raw data 

DCT-5 + 
raw data DCT-30 

FRR 64.3 62.5 41.0 

FAR 25.1 2.0 2.0 

 

Direct data series was checked as too unstable to be used 
singly. There is necessary to make some transformations to 
ensure that number of template points appears acceptable. We 
tested DCT transformed data in combination with raw series. It 
is important to note that it results in high level of false 
rejections. The further research must be focused on searching 
better data transformation to cope with pattern variability. 

V. CONCLUSIONS 
In this article we discussed the usability of simple 

predetermined palm-based gestures as behavioral key for fuzzy 
vault system. We have proposed some new solutions to deal 
with problems arising from low quality data (unstable and 
imprecisely repeatable). Preliminary experiments provide the 
unsatisfactory results. Therefore work is currently being done 
in deep testing against the considerably larger database to 
evaluate usefulness of the scheme more precisely. 

In the future we plan to study the applicability of such 
scheme to the more complicated gesture-types like signature-
based or multi-fingers gestures. We also consider as important 
to investigate a usefulness of Locality Sensitive Hashing (LSH) 
to this purposes. 
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